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Abstract
Multiple technologies and advances in computing 
power have emerged in the last several years and 
have begun to evolve from early prototypes that pro-
mised to deliver productive applications across many 
industries.  The combination of Big Data, increased 
computing power and storage, industrial internet of 
things (IIoT) technologies, and a mobile world have 
created the opportunity for businesses to initiate digi-
tal transformation initiatives.  Equipment and sensor 
manufacturers, software companies, and service 
providers are evangelizing products and services 
that promise to help take companies to the next level.  
Some companies are choosing to be early adopters, 
but many are taking a “wait and see” attitude on how 
this next wave of technology can be applied to their 
business.  Despite the noise, what is clear from the 
coming digitization of the Energy and Chemicals sec-
tor (no matter how slow) is that the traditional walls 
that separate information technology from operations 
technology need to come down, establishing a bridge 
between the physical and digital world.

What is sometimes lost in the discussion about how 
best to apply sensor, data, and networking techno-
logy within the existing OT and IT landscapes is how 
both operations and information technology organi-
zations within the Energy and Chemicals sector need 
to transform themselves to realize the benefits of 
applying these new technologies.  Too often, the fear 

of being left behind triggers the decision to pursue 
new technologies without adequate discussions on 
why it is needed, what is the true value derived from 
the adoption, and what are the key enablers that 
allow materializing such value. Ultimately, this ap-
proach leads to failure as there is low user adoption, 
inconsistency in the execution of process, challenges 
in delivering value-adding experiences, lack of gover-
nance, or failure to implement.

The member firms of Cordence Worldwide recognize 
that a gap exists in the transformation conversation 
around digital, especially with the coming conver-
gence of IT and OT.  As such, we have developed the 
below perspective with articles authored by several 
Cordence member firms to start a discussion across 
the Energy and Chemicals sector regarding how  
best to assure the success of digital transformation  
implementations.  Given that the technology land- 
scape in this space is constantly evolving, we feel 
that the below topics can give organizations a groun-
ding in how they choose to pursue digital transforma-
tion initiatives:
•  What’s in it for me? – Four opportunities for

energy and chemicals companies in the digital
world

•  Staying above the fray – Designing a converged
IT and OT ecosystem in a world of competing
platforms, software, sensors, and services
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•  Making the reactive to predictive shift – Buil-
ding processes that drive valuable outcomes from 
a new digital landscape

•  Designing with the engineer and operator in 
mind – Building a set of experiences around the 
digital landscape to drive user adoption and bet-
ter outcomes

•  Developing a culture of security – Going beyo-
nd technical aspects of security to provide assu-
rance that your operations data remains secure

•  Mind the gap – Integrating an often forgotten 
component, organizational change management, 
into your IT/OT implementation

From these articles, we hope that you will take away 
the following key points to help you on your journey 
towards becoming digital:
1.  As maturity levels grow, there will be winners 

and losers in technology efforts, building in the 
organizational wherewithal to manage quick as-
sessment, adoption, and change are important to 
remaining ahead of the digital curve.

2.  Traditional methods for building technology do 
not work in a digital world, Energy and Chemicals 
companies need to embrace design thinking and 
agile engagement methods.

3.  Process, organizational change, culture, and 
security are sometimes lost in major technology 
transformations; however, these will be the ena-
blers of making transformation stick and must not 
be ignored on your journey

We anticipate that this conversation will continue to 
evolve as the technology landscape and the digitiza-
tion implementation experiences of companies in the 
Energy and Chemicals sector become more mature.
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The chemical and oil industry is a “digital 
follower”!

In recent years, chemical and oil companies have 
been strongly focused on market consolidation, opti-
mization of the product portfolio and changing mar-
ket demand. These trends are still ongoing; however, 
leaders in the industry have now recognized the 
opportunities and threats related to new technolo-
gies and know-how and are currently shaping digital 
visions for their companies to go forward.

In comparison with other industries, the chemical and 
oil industry can be considered as a “digital follower,” 
but it can be observed that the market leaders rapidly 
speed up their efforts in the field of digitalization. This 
is reflected by the implementation of Chief Digital 
Officer (CDO) positions, founding of organizational 
units or separate entities dedicated to digital trans-
formation, entering Joint Ventures (JVs) with techno-
logy companies or simply by their advertisements on 
vacant job positions.

The possibilities of the digital technologies are not 
considered as a total game changer for the business 
models in the chemical and oil industry, hence the 
possible reason for taking the “follower” approach. 
Nevertheless, opportunities and threats of digitalizati-
on are seen as follows:
•  Opportunities: Increase in productivity, cost 

reduction in the complete value chain, better 
understanding of customer needs and demand, 

What’s in it for me? Four 
opportunities for chemical 
companies in the digital world

Dirk SADOWSKI 
Principal, Competence Center Chemical - Oil – Pharma – Horváth & Partners (Germany)

improved flexibility and smarter decision-making 
based on internal / external information etc.

•  Threats: Changing and increasingly dynamic 
market environment based on digital platforms, 
changing digital eco-systems or competition on 
required job profiles, as well as enhanced expec-
tations on the customer / end-customer side etc.

There is no doubt that digitalization has reached most 
companies within the chemical and oil industry and, 
in many cases, digital initiatives are communicated 
quite proactively by the organizations to demonstrate 
that they are planning for the future. But one question 
remains:  How to design and effectively plan these 
initiatives in order to gain full benefit?

Four main opportunities of digitalization in 
the chemical and oil industry!

What is valid for all other industries is also valid for 
the chemical and oil industry. Digitalization brings 
business opportunities in four dimensions - digital 
business model and offerings, digital customer 
interface, digital processes in the primary and se-
condary value chain and digital business steering.

1.  Digital business model and digital offerings
The digitalization allows companies to offer com-
pletely new products or services to current or new 
customers. Companies hereby utilize their existing 
knowledge on markets, customer needs or producti-
on technologies in order to offer new or supplemental 

5



6

digital services or products. For example, products 
are often no longer sold as standalone products but 
offered to the customers, including digital applicati-
ons which complement the original product. These 
applications can help the customer to perfectly apply 
the product. The customer benefits from optimized 
production output while the provider benefits from 
the gained data through optimization of their own 
data model and insights on customer applications. 
The target being for customers to become willing 
to pay prices above commodity standard for value 
adding services.

2. Digital customer interface
Digitalization offers new opportunities for companies 
to interact with customers and vice-versa, while also 
providing information on customers and markets 
which was not at all available before.

On the one hand, this information on customers and 
markets can be used on a broader scale for adver-
tising purposes. In addition to more precise adverti-

sing in core markets, business opportunities in geo-
graphic regions where neither own market expertise, 
nor business representations exist yet, are becoming 
more and more tangible.

On the other hand, customer-data-driven decisions 
provide the opportunity to offer the most attrac-
tive products in a particular market or to achieve a 
value-added advantage over competitors by slightly 
adapting product characteristics.

More and more customers, in a B2B environment, 
expect omni-channel engagement. For a customer, 
it should not make a difference should not make a 
difference by which channel (internet, mail, phone, 
platform, sales representative, etc.) the interaction 
with the seller takes place, the experience should be 
the same. Buying decisions are increasingly shifted 
up front, prior to the personal contact to a sales orga-
nization. Additionally, the sales and decision-making 
process can be influenced up front via special com-
munities by providing them promised information.

Figure: Multi Channel Sales Management as part of Digital Customer Interface
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3. Digital processes
The digital plant, enhanced predictive maintenance, 
machine-to-machine communication or robotic pro-
cess automation are typical buzzwords when talking 
about the digitalization of a company’s processes. 
Optimization potential by means of digital processes 
can be achieved in the primary value chain, as well as 
in administrative processes.

Traditionally, the chemical and oil industry is highly 
automated, nevertheless companies realize that 
further optimization potential can be attained by new 
digital technologies (connectivity, machine learning, 
virtual / augmented reality, real time data analytics, 
etc.). Improvements can be reached in operations, 
as well as in the integration of the supply chain. The 
seamless integration of suppliers and a company’s 
own production processes, along with the further 
integration of material flows down the stream towards 
the customer are already progressing.

Besides the cost and time saving potential and the 
reduced communication and administration effort 
along the entire value chain, digitalization offers the 

possibility for real-time, production related simulation 
of network decisions and related impacts on achieva-
ble margins and capacity utilization.

For the secondary value chain (i.e. administrative 
processes), streamlining and further automation is in 
the focus. Robotic process automation will continue 
to be explored further in order to achieve efficiency 
effects.

4. Digital business steering
Beside the potential in relation to the customer inter-
action, the value chain or the administrative proces-
ses, digitalization can also provide several advan-
tages for business steering. The instant availability 
of internal transactions and production related data 
and the connection to externally available information 
allows for better decision-making, based on real-time 
data instead of fixed reporting periods. The techno-
logy is not the limiting factor anymore if it comes to 
analytics of big data volumes. Data scientists build 
algorithms to connect structured / unstructured 
internal and external data to drive optimization or 
prediction of events. Predictive forecasting allows for 

Figure: Overview of potential digitalization measures for the chemical and oil industry
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faster and more precise decision-making in terms of 
steering the business successfully.

How to gain full benefit from digitalization 
initiatives?

It might sound obvious, but digitalization has to be 
embedded in the company´s strategy. It requires a 
roadmap in order to allocate resources and to set-up 
technology development plans. And it needs an orga-
nizational frame. For a structured approach in initial 
identification, evaluation and further specification of 
digitalization potentials and fields of action, the Digi-
talization Framework below has proven its value.

But what can be noticed in practice? Often, there is 
a “wild portfolio” of activities driven by several units 
or departments which are competing for budget and 
success stories. On the one side, this is good as 
digitalization needs space for innovation, new ideas 
and also a bit of a trial and error mentality. But on 
the other side, it also should lead to tangible results 
and strengthening of the competitive position, which 
requires a minimum of guardrails.

Recommendations to enhance benefit from digitaliza-
tion initiatives:
•  Define a digital operating model! The develop-

ment of a digitalization strategy and a respective 

Figure: Business steering based on big data analytics
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roadmap should set the frame for all initiatives. 
This frame should also include a “Digital Opera-
ting Model” in order to clarify roles and respon-
sibilities (e.g. for a CDO), the set-up of dedicated 
organizational units and a digital governance. 
Digitalization also needs a new culture of data 
exchange in the context of data security.

•  Enable innovation! Digitalization needs innovati-
on, room for new ideas, a bit of a start-up culture. 
For most of the companies this requires an active 
change of habits in order to cope with a highly 
dynamic environment. A lot of companies orga-
nize digitalization outside the boundaries of the 
traditional group (dedicated organizational units, 
joint ventures, incubators, cooperation, etc.) in 
order to speed up the change process.

•  Generate tangible results! Digitalization is a 
wide field and gives room for visions and long 
term strategies. But in order to make it work, the 
first steps have to be made, experience needs 

to be gained and know-how must be build up! 
Often, first cases which have demonstrated 
the opportunities (e.g. predictive forecasting or 
lighthouse projects) are further used to foster 
the ideas and potential of digitalization within the 
company.

•  Enhance capabilities! Why do companies 
communicate digitalization initiatives quite of-
fensively? One of the reasons is the attraction of 
required know-how on the job market. It is crucial 
to build up the necessary capabilities for a digital 
world, i.e. review of the necessary job profiles, 
training of their own staff and recruiting of the 
required resources.

Digitalization is not a trend anymore, it already chan-
ges the way we do business, interact and optimize! 
Many companies see the opportunities and structure 
their efforts in order to gain full benefits from the new 
opportunities.

Figure: Digitalization Framework
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About the Company

Horváth & Partners are the specialists for corporate 
performance management and performance optimi-
zation of private and public sector organizations. As 
such we offer our clients consulting services from 
developing the business concept to anchoring the 
solution in the company. Our approach to consulting 
is based on an intensive partnership and cooperation 
with our clients. Fair and team-oriented interaction 
in the project teams, with a constant eye on results, 
is a key success factor especially when it comes to 
combining knowledge about the specific situation of 
the client with the external view of our experienced 
consultants. In this way, we develop powerful busi-
ness concepts, implement them in structures, pro-
cesses and IT systems and help the employees with 
the transformation of the new solutions into their daily 
work. Horváth & Partners is a member of the Corden-
ce Worldwide alliance.

For further information:

Dirk Sadowski, Principal 
Competence Center Chemical - Oil – Pharma, 
Horváth & Partners 
+49 162 2786208
dsadowski@horvath-partners.com
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The convergence between information technology 
(IT) and operational technology (OT) creates a digital 
ecosystem of connected smart devices, sensors, 
software and platforms. The ecosystem provides 
opportunities in the Energy and Chemicals sector to 
create new connections that enhance capabilities 
and services that will improve customer satisfaction 
and performance. Organizations are wondering how 
to exploit the converged digital technology – some 
take a “wait and see” approach, some take the lead 
and fully embrace the opportunities, most are merely 
experimenting.

There is a vast array of digital technologies in the 
market as vendors compete for first mover advanta-
ges, with no sign of consolidation anytime soon. At 
the same time, advances in cloud and mobility have 
made it easier for organizations to introduce these 
new technologies and roll them out to staff. However, 
many of these are not yet mature: they work well at 
individual and team levels, but are not yet proven for 
organization-wide operation. The industry is trying 
to keep up by developing standards and protocols 
to ensure interoperability of the technology compo-
nents, but is lagging behind the pace of technological 
development. 

Staying above the fray – Designing 
a converged IT and OT ecosystem 
in a world of competing platforms, 
software, sensors and services

The new digital platforms, software, sensors and 
devices also blur the line between information and 
operational technologies. In the past, OT solutions 
typically comprised proprietary hardware and soft-
ware products with their own proprietary protocols 
in a closed environment. Some of these protocols 
are now adopted as the standards, for example IEC 
61850 is now the de facto communication protocol 
for electrical substation automation systems. Many 
organizations are gradually implementing IEC 61850 
and vendors are developing IEC 61850 compliant 
products. Alarms and events generated by OT sys-
tems in proprietary formats are now digitalized and 
available as standardized and meaningful data that 
can be transmitted over IP-based networks. As a 
result, OT organizations must respond to emerging 
demands, such as storage for big data, cloud infra-
structure, cyber security, and analytics, capabilities 
that have traditionally sat within the IT domain.

On the other side, IT is faced with the challenge of 
managing an increased volume of data and frequency 
generated in real-time by OT devices and sensors in-
stead of the familiar human-generated data. Although 
the cost of infrastructure and data storage has signi-
ficantly reduced over the last 10 years, the increase 
in data traffic has impacted management of infra-

Tania YUDIANTO
Director – Litmus Group (Australia)

Chintan GANATRA
Partner - Litmus Group (Singapore)

Guy CHANDLER
Partner - Litmus Group (Australia)
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structure, storage and network performance. With OT 
being virtualized and connected to IT platforms and 
applications through open communications networks, 
it creates advanced capabilities in remote control and 
process automation. There are significant benefits 
to be realized through these capabilities if OT and IT 
organizations can work together to manage the risks 
and secure the converged technology ecosystem 
from cyber-attacks such as corporate breaches to 
steal information (IT) or unauthorized controls over a 
machine or a plant (OT).

The technology convergence is here and organiza-
tions need to respond. What should we use the new 
technology for? Which technology should we invest 
in, given the immense options and lack of maturity? 
How do we keep up with the pace of technological 
advancement? How do we know if we are making the 
right technology decisions? And how will the orga-
nization need to change and integrate to be able to 
manage these sustainably? These are some of the 
challenges that need to be answered.

What should we use the new technology 
for? Which technology should we invest 
in, given the immense options and lack of 
maturity?

Often, organizations can get too hung up on the 
technology instead of the outcomes it can deliver for 
the business and customers. Instead of going straight 
into technology selection, the business needs to first 
identify business requirements and use cases that 
can be enabled by IT/OT convergence. These use 
cases then need to be translated into technology ca-
pabilities to find patterns and common requirements. 
 
The diagram on the next page is a (very!) simplified 
representation of a common converged IT/OT stack. 
One way to discover the patterns is by categorizing 
the requirements by components in the solution 
stack. For example, when a machine fault occurs 
on the field, an operator will contact an engineer 
providing him/her with the fault details for the fault 
to be rectified. A use case is then identified for an 
automated machine fault notification to be sent to an 
engineer’s mobile app, allowing for a timely response. 
Building on the initial idea, the use case can be 
extended to enable the engineer to initiate shutdown 
from his/her mobile device depending on the type of 
fault to secure the machine. 

We believe this process is useful for organizations 
to scope and prioritize use cases that will deliver the 
most benefits, balanced with the risk of failure. In the 
example above, a remote machine shutdown might 
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Figure: Technology convergence across Operations Technology and Information Technology

12



bring more benefits than the automated machine 
fault notification. However, it also has more failure 
and production risks. Breaking down the use cases 
into digestible business requirements provides useful 
information to assist investment decisions. In this 
example, the decision to trial the automated notifica-
tion use case first makes sense as it is the building 
block to do the subsequent use cases.

Having a structure (albeit a simple one like the table 
above) helps modularize the solution and narrow the 
scope on technology options while still being mind-
ful of the ultimate goals. Most Energy and Chemical 
organizations already have the smart devices hard-
ware and software in place with some connectivity 
back to a platform. To implement the automated fault 
notification use case, the organization can focus on 
finding a solution to store the fault event and perform 
necessary processing of the raw data for it to be 
presentable to a human.

Depending on the organization’s risk appetite and 
the sophistication of the use case, there might be 
a need to trial new unproven technology. Vendor 
partnerships are critical in this scenario where both 
are co-designing the new solution. This partnership 
can be successful provided the organization is clear 
on the risk exposure and able to contain the cost and 
risk of failure. This of course needs to be balanced 
with potential benefits and creation of new capability. 

In the case of implementing IEC 61850, the cash-
able benefits are not clear upfront. However, as it 
becomes an industry standard, integration costs will 
become lower and new capabilities will be enabled 
through new, compliant hardware and software.

How do we keep up with the pace of 
technological advancement? How do we 
know if we are making the right techno-
logy decisions?

After making careful considerations on which digi-
tal technology to invest in, people can often get too 
attached with the chosen technology. Regardless of 
the use case, flexibility and scalability should be key 
features of the solution, especially as standards con-
tinue to evolve. This allows organizations to switch 
components of the solution quickly when things 
don’t work and build new functionality when things 
do work. It is important to stay committed to the idea 
and the decisions. However, organizations should 
continue to challenge the solutions that they put in 
place and keep their eyes open to what’s happening 
outside the organization.

The new connected world will not be built on a 
straight line. While there is a lot of external focus at 
the beginning with market scans, peer reviews and 
vendor selection; it is important to start turning atten-
tion internally to ensure a successful technology im-

Device Hardware Device Software Communications Platform Application
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Figure: Automated machine fault notification use case
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plementation (or a fast failure). The major milestones 
in this cyclical process are illustrated in the diagram 
below. The process typically starts with an idea or a 
belief. Someone had an idea that if we can predict 
when a machine will fail before it fails, we will be able 
to proactively plan for the downtime required to con-
duct the preventive maintenance with no or minimal 
impact to production throughout.

After breaking down the predictive machine fault alert 
use case using a framework like the one discussed 
above, having a data lake and rich analytics solution 
is a logical first step. There are many cloud solutions 
available for this which means the cost of failure is 
relatively low, i.e. minimal capital investment with the 
ability to turn off the solution at any time. If the cost of 
failure is high, more due diligence might be required 
to prove the business case.

In a world of competing platforms, software, sensors 
and services; everyone has their own preference 
when it comes to technology. Understanding the 
organization’s commitment is critical to decide the 
initial scale of implementation as the success of any 
technology is only as good as its level of user adopti-
on. For the predictive machine fault use case, spon-
sorship from production manager and maintenance 

engineer is crucial to prove business value from the 
solution.

The initial solutions might involve developing some 
algorithm to process historical fault events combined  
with information about plant operation and the 
machine itself. This will become an iterative process 
whereas value is demonstrated, the organization 
increases its commitment. The greater the organiza-
tion’s commitment, the greater investment to either 
add functionality, adopt better technology and/or to 
scale to other plants. This demonstrated value vali-
dates the initial belief and generates new ideas – i.e. 
Can we get the machine to automatically rectify the 
problem for simple failure reasons? Can we get the 
applications to automatically order new spare parts? 
When should we move to streaming analytics for 
real-time control? etc.

Rise above the fray

Technology convergence is here but organizational 
integration is not. It is important to understand what 
the convergence means for the organization and 
then work out how to integrate within and across 
technology, data, process and people, with security 
front-and-center. New technology comes and goes. 
Having an all-inclusive architecture across IT and OT 
components makes the technology decision-making 
process simpler and is focused on the intended busi-
ness outcomes.

The new digital technology and its connectedness 
is moving faster than the industry’s ability to define 
standards, and much faster than a traditional organi-
zation’s ability to adapt to the changes. The big data 
brought about by the convergence is meaningless 
until organizations can create and adopt new ways 
of working to exploit it. This requires a new type of 
organization – one that constantly changes as it res-
ponds to the insights produced by technology.

Belief

Commitment / 
Sponsorship

Proves 
value / 

benefits

Cost of 
failure

Figure: Fast failure process

14



About the company

Litmus Group is a division of PPB Advisory and a ma-
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Litmus has access to international expertise through 
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Digital technology, including sensors, networks, 
data analysis and artificial intelligence, is now widely 
available, accessible and robust enough for business 
implementation. Other industries have already begun 
to realize the benefits of digitization, and are realizing 
a shift from reactive processes to more predictive 
processes. For the Energy and Chemicals sectors 
to succeed in making the digital shift, their industrial 
processes and technology applications need to evol-
ve. Benefits from this transformation include:
• Improvements in safety
• Revenue enhancements and cost decreases
• Improved asset efficiency
• Improved regulatory compliance
To this end, engineers and operators must be deeply 
involved in the transformation process as it will im-
pact people, process, and technology. If this trans-
formation is not dealt with adequately, this can create 
serious business obstacles in an industry where 
risk taking is not the norm.  Digitalization requires a 
processes and organization transformation and 
the combination of data analysis into Operations 
Processes considering all IT and human impacts.

Processes and organization  
transformation

The digital shift requires building a roadmap that 
takes into account that this transformation has to 
evolve over time. The roadmap should include gra-

Making the reactive to predictive 
shift – Building processes that 
drive valuable outcomes from a 
new digital landscape

Laurent DEQUEANT
Partner - ORESYS

Elise BECAMEL
Industrial Consultant - ORESYS

dual steps for evolving process and organizational 
changes, industrial equipment alignment, and busi-
ness and information systems transformation to bring 
added value, nevertheless these changes should 
match all existing industrial constraints, for example 
on production or security.

Indeed, redesigning processes is especially complex 
because innovative solutions must align with the con-
straints of equipment for extraction and production. 
For a chemical industry, if process optimization leads 
to production rate improvement, all constraints on 
storage, environment (e.g. emissions of pollutants 
rates), and safety (e.g. level of exposure to chemi-
cals)... should be considered when designing the 
processes.

Moreover, new digital processes will be based in 
technology, resulting in a deep evolution of how 
business users both execute processes and make 
decisions.

Today, field technicians are used to analyzing iss-
ues with equipment based on their own know-how, 
tomorrow these analyses will be standardized and di-
rectly available on their mobile device: these changes 
require that technicians, operators, and engineers be 
deeply involved in processes re-engineering.
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To achieve the objectives of this re-engineering effort, 
building a team with internal and external experts is 
essential. Internal experts will have the knowledge of 
company-specific constraints and business proces-
ses, while external experts bring a fresh perspec-
tive on digital technologies and implementation. It’s 
essential to align any digital process transformation 
effort with established production operations, and to 
preserve consistency between information systems, 
while keeping in mind change management require-
ments and managerial impacts. A key to successful 
implementation will be to work jointly on the global 
consistency and operational evolution of each func-
tion.  Additionally, a Proof of Concept approach will 
prove crucial in order to validate the solution, align 
stakeholders and incrementally improve the digital 
solution on a smaller scale before a larger deploy-
ment across plants.

Beyond industrial processes improvement, new pro-
cesses will be created as part of the digital transfor-
mation – for example, maintenance routines need to 
be created to perform inspections on new sensors 
that are performing digital monitoring in order to 
ensure they are functioning correctly – and global 
company processes need to be reviewed. For that, it 
is key to: 
•  Rethink the business model – focus process  

improvement on adding value to both operational  
and business processes with an end-to-end 
reengineering approach

•  Challenge actual processes by reconsidering the 
underlying assumptions – stay open-minded and 
think about how processes may be completely 
transformed instead of only optimizing existing 
ones

•  Plan a two-prong approach that is focused on 
both people and processes as new digital pro-
cesses cannot be rethought of without conside-
ring massive human impacts.  This could include:

 • Leading a process optimization effort 
 •  Breaking up existing functional boundaries 

that may have existed in the field by building 
multidisciplinary teams

•  Align field activities with digital solutions in order 
to maintain the underlying relevance and consis-
tency of these activities

Incorporating Data Analysis into Operati-
ons Processes

In digital projects, as sensors are installed, a lot of 
new data is sent, stored and analyzed by systems, in 
order to build some predictive models and be able to 
prevent break down on industrial equipment. 
Thereby, digitalization requires the ability to manage 
the significant amount of data generated by contin- 
uous observation of operational processes, and the 
ability to leverage that data for analysis that supports 
value-adding conclusions.

Co-design for
process re-engineering

Managerial in-
volvement and 
sponsoring

On field 
technicians 
involvement

Plant autonomy 
& local optimization

Standardized processes 
& global optimization

Digital Shift

Figure: The digital shift
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Efficient data management requires that the imple-
mentation of digital technology considers require-
ments for cyber security and operational information 
capture, while maintaining business as usual. From 
this point, the development of data analysis routines 
and models will help to build more predictive proces-
ses. For example, data scientists will identify patterns 
that enable operators to be notified that a piece of 
equipment requires service when patterns indicate 
(e.g. pressure, temperature, vibration, etc.) that it may 
be close to a break down.

Organizations will likely see value in the establish-
ment of a Data Lab that works to progressively opti-
mize analysis models and drive further data capture. 
The Data Lab organization enables collaboration 
between business and data analysis experts with the 
use of Artificial Intelligence and Machine Learning, 
which can involve external resources with specific 
expertise. 

For example, in the industry, stock management 
is crucial as it costs a lot. Artificial intelligence and 
Machine learning can help industry to reduce costs 
and will be able to improve stock management by 
anticipating through algorithms, the demand from 
customers regarding historical data.

However, in this operations context, data analysis 
skills that may be sourced externally need to be  
quickly integrated into the company in order to secure 
competitive position and preserve data security.

The main goal of data analysis is to be central in the 
operations decision cycle. For that, it’s essential to:
•  Make sure relevant and reliable information is 

available at the right time: choose and identify 
data sources with added value, define the rele-
vant analysis frequency and how the final infor-
mation will be communicated to the end user

•  Build new predictive models: predictive models 

should help the industry rethink a new way of 
operating. Existing processes and the manage-
ment of data across its life cycle will be impacted, 
as digital will bring a large amount of data in real 
time from multiple sources

•  Prepare and anticipate the transition from exter-
nal to internal data analysis knowledge: guarantee 
autonomy and appropriation of new tools and 
methods (data models will become a competitive 
differentiator for companies)

•  Ensure that a culture of operational excellence is 
pervasive: drive further optimization of systems 
and processes to further increase the value of 
data

Human and IT impacts

The digital transformation will bring major changes 
in Energy and Chemicals: new ways of working and 
new functions will appear. The routine inspections 
of a field technician won’t be the same as before, as 
new sensors will replace walk-around routines with 
the analysis directly performed on the equipment via 
sensors. Maintenance crews will see a significant 
shift in work orders to predictive and preventative 
efforts and away from corrective maintenance. Field 
operators will have more information at their finger-
tips through mobile toolsets, and will be provided 
additional autonomy in their daily efforts.  New roles 
for data scientists will be created to build, maintain, 
and optimize operations analysis models.

In a way, operational processes will become in- 
creasingly attractive for future recruitment as tasks 
achieved by humans will become less tactical and 
more focused on added value. However, change  
management and organizational concerns should  
always be kept in mind as human involvement is cru-
cial for a successful transformation.
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Besides the human impact, this transformation has a 
strong effect on the IT organization. The addition of 
an “Internet of Things” and “Big Data” layer into the 
IT architecture will imply a higher degree pf commun- 
ication required between operations and IT manage-
ment. The entire communication chain needs to be 
considered: from the implementation of sensors to  
final data analysis tools. Data repositories, applica-
tion integration, connectivity and interactions with 
other systems need to be rethought. For example, 
sensors implementation will be integrated with 
existing API’s and with mobility tools: the analysis of 
sensors for equipment should be available for opera-
tors, in real-time, on their own PDA.

The main digital impacts on IT and data manage-
ment:
•  A new cross-application structure (with relevant 

applications, for example: CMMS, ERP, PLM...) 
integrated with master data management is  
necessary

•  Regarding data intelligence systems, a relevant 
design should be created in line with enterprise 
architecture.

•  The amount of data will significantly grow and  
efficient real-time analysis needs to be ensured, 
the technical infrastructure needs to be adapted 
to be responsive and consistent with the new 
technologies.

How to manage these programs?

The digital shift impacts all dimensions of the com-
pany and requires strong change management and 
program management support. On this basis, any 
transformation must have a two-fold goal: operations 
improvement and capitalizing on the new possibilities 
offered by digital development. The implementation 
will be complex and will likely require multiple itera-
tions; however, operations must not lose its focus 
on “keeping the lights on”. To this end, a structured 

roadmap is mandatory, integrating an approach 
utilizing Proofs of Concept and pilots to validate that 
operations are not adversely impacted. The com-
plexity of delivery will also depend on the chosen 
scope: retrofitting a Brownfield plant is much more 
complicated than augmenting a Greenfield project.  
To this end, the main characteristic of any program to 
implement digitization should be that it is an evolving 
system which will be optimized over time (including 
predictive models and Artificial Intelligence).

To succeed in digitalization programs, you should 
focus on:
•  The project team –strong project management 

must be at the foundation with high-level, multi- 
functional, and flexible resources supported by 
external expertise to round out the teams

•  Global consistency – the digital evolution of all 
operational dimensions should be done jointly 
and with coordination: throughout the project, 
operations organizations should not forget to 
have a “keep the lights on” mentality

•  Risks and milestone management – as some 
risks and delays could have a significant impact 
on operations, strict management of risks and 
milestones is crucial, requiring project teams with 
the ability to anticipate and adapt

•  Prepare roll-out in a dual approach:
 •  Build a standard, structured, and global mo-

del for digitization
 •  Consider local intricacies for each roll-out 

(e.g. the roll-out will be different from one 
plant to another depending on the equipment 
involved)

Following the implementation of digitalization pro-
grams, corrective maintenance will progressively turn 
into predictive maintenance, allowing better utilization 
of equipment and a significant reduction of down-
time caused by failures. The financial benefits from 
digitization will include improvements in operations 
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and processes, and reinforcement of organizational 
competitiveness.  However, these programs will also 
bring new risks and challenges, especially on cyber  
security. As it’s a major concern in this industry, 
cyber security policies needs to be strengthened in 
order to protect their specific industrial expertise. 

Stakeholders in the energy and chemi- 
cals sector 

Your project action plan for a successful digital shift 
(these actions can be launched simultaneously):
• Build a Business case with ongoing optimization
•  Build a structured roadmap to have a clear vision 

of the required steps, dependencies, and risks
•  Combine managerial involvement and sponsor-

ship with an on-site approach to secure overall 
project execution

•  Build a Proof of Concept to convince stakehol-
ders, test solutions and validate benefits before 
applying the solution globally

• Invest enough in information systems security

About the company

Leader in management consulting, organization and 
information systems, ORESYS is an independent firm 
of 320 consultants based in Paris and acting on glo-
bal projects. ORESYS helps clients implement their 
transformation projects, improve their performance 
and manage their operations. Oresys works with 
industry leaders to help them digitalize their industrial 
processes.

For further information:

Laurent Dequéant
Partner, ORESYS
+33 6 76 09 06 46
laurent.dequeant@oresys.eu

Elise Becamel
Industrial consultant, ORESYS
+33 7 61 21 48 98
elise.becamel@oresys.eu
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Stories of poor user adoption for a new way of doing 
things are all too common.  Whether it be a lack of 
communication, poor training, or an unclear expec-
tation of the value and insight to be gained from the 
change, inconsistent or non-existing adoption can 
derail the best business case.  The expectations 
of changes that will result from a digital transition 
requires significant focus on improving user adoption.  
Given that engineers and operators will be the main 
users of this technology in the Energy and Chemicals 
sector, those companies undertaking implemen-
tations would be prudent to look at designing their 
technology landscape, processes, organization, and 
controls in this space around the experiences that 
they want to create for engineers and operators.

The concept of Experience Design may seem distant 
to companies interested in compiling and utilizing 
data on flow, pressure, temperature, and vibration 
to gain competitive advantage; however, correct 
application of the techniques of Experience Design 
may enable improvements in the outcomes of the 
emerging Energy and Chemicals digital landscape.  
So, how do you build a good experience?  It starts 
by understanding the journey that the engineer or 
operator will have in applying digital technology in 
order to fulfill his or her duties in a role.  A journey is 
made up of:

Designing with the engineer and 
operator in mind

Jeff GILLEY 
Associate Vice President, Energy and Chemicals Sector - North Highland (USA)

•  Interactions – a discrete point of engagement 
between the engineer or operator and the wider 
organization (e.g. a notification regarding the 
vibration pattern on a centrifugal pump)

•  Touchpoints – the organizational people, process, 
technology, and data elements which collectively 
enabled the interaction (e.g. the review underta-
ken between an engineer, planner, and operator 
of the vibration and preventive maintenance histo-
ry of the pump)

•  Moments that Matter – the interactions that drive 
the most value for the engineer or operator and 
the organization (e.g. the work order that the engi-
neer asks be written to inspect the pump)

•  Channel – the medium in which the interaction 
took place (e.g. via a web browser, on mobile de-
vices, physically interacting with a control panel)

By reviewing the journeys that the engineer or opera-
tor will take in the digital landscape, an organization 
can begin to look at what the experience might feel 
like.  This can be challenging for an industry where 
a focus on process drives the design and develop-
ment of the plants, systems, and equipment on which 
businesses run.  However, by taking an experience 
design lens, an organization can identify those inter-
actions that not only have bring the most value to the 
engineer and operator, but also to the organization as 
a whole.  These so-called “moments that matter” are 
crucial to understand as they constitute and repre-
sent what the experience will be remembered by, with 
a positive experience leading to more engagement 
and a negative experience leading to rejection and 
lack of adoption. 

Driving
Adoption = +

Intellectual
Processes, templates, 

timelines and roadmaps 
that define structure

Emotional
Connect with, motivate, 

inspire and create 
experiences that resonate

Figure: Components of user adoption
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In order to design a positive experience around the 
“moments that matter”, an organization must focus 
on four areas:
•  Ease – it is simple for the engineer or operator to 

derive value from experiences.  Experiences are 
apparent, accessible, effortless, and uncomplica-
ted.  For example, a notification about a troubling 
vibration pattern on a centrifugal pump indicates 
the location, equipment tag, make, and model of 
the pump as part of the notification.

•  Relevance – solutions and services add value 
through utility and by meeting the basic needs of 
the engineer or operator, all at the right time and 
right place.  For example, engineers receive mo-
bile notifications while operators receive notifica-
tions on their operations dashboard in the control 
room.

•  Orchestration – specific interactions and touch 
points are designed and delivered as an end-to-
end experience versus a discrete transaction.  For 
example, a notification about troubling vibration 
patterns on a centrifugal pump provides direct 
links to vibration, temperature, and pressure 
readings as well as the work order history.

•  Empathy – experiences are based on an in-depth 
understanding of the behaviors, feelings, and 
motivations of the engineer or operator. 

Beyond these areas, consideration should be given 
to humanizing the experience as well.  This can be 
achieved by ensuring that an experience is adaptive 
(evolves to changing needs) and cognitive (the needs 
of the engineer or operator are understood intuitively).  
This could mean taking an agile approach to deploy-
ment of the digital landscape in order to ensure that 
it continually aligns with the needs of the engineer 
or operator.  By focusing on both the core areas of 
experience and the elements that humanize it, the 
journey for the engineer and operator will be positive.

The challenges of designing an experience within the 
Energy and Chemicals sector is likely palatable by 
now, as many organizations across these industries 
are not necessarily built with this sort of thinking in 
mind (whether it be in the mindset of its employees 
or the tools and techniques by which it goes about 
doing its business).  However, this does not mean 
that the techniques of those well-versed in Experi-
ence Design cannot be learned and adopted.  In the 
context of implementing a digital landscape, there is 
one technique that can help accelerate the conversa-
tion: the Persona.

A persona is a representative portrait of an engineer 
or operator that provides distinct categorization and 
description of the different needs, goals, preferences, 
and motivations of a group.  The persona helps to 
crystalize the undeniable truths about groups within 
the engineer or operator community that will make 
decisions easier throughout the implementation of a 
digital landscape.  It helps bring hard numbers about 
stakeholders to life and drives a real understanding 
of the how or why or what an experience must be in 
order to drive satisfaction.
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Figure: Components of experience design
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When applied successfully, a persona can help orga-
nizations create:
•  Meaningful, targeted communication that informs 

and inspires employees
•  Tools and technology that drive efficiency and 

effectiveness
• Employee-centric culture and organization
•  Processes and governance that empower em-

ployees
•  Interactions that are easy, relevant and orchestra-

ted

Personas are helpful when an organization needs a 
consistent and actionable means by which to under-
stand how the digital landscape will serve its engi-
neer and operator base.  They are not the interaction 
or experience, but a tool to help build an effective 
digital transformation program. Development of 
personas requires expertise across a number of 
areas including: focus group facilitation, interviewing, 
graphic design (depending on output type), and ex-
perience design.  It can be accomplished through the 
following steps:

1.  Gather – conduct surveys, focus groups, and 
interviews with stakeholders of the digital trans-
formation and converged IT/OT landscape

2.  Craft – develop insights and cluster needs of the 
various groups that emerge in order to construct 
outlines of personas

3.  Form – create visuals and narratives to support 
the personas

4.  Inform – model the future digital state and what 
an IT/OT convergence program would look like 
based on the identified personas and developing 
guiding strategies for implementation

While the concept of experience design is likely new 
in the Energy and Chemicals sector, it should not be 
discounted, as it has successfully driven some of the 
most compelling “moments that matter” that millions 
of consumers have on a daily basis.  The lessons 
that have been learned from other industries in this 
space can be readily applied to driving successful 
outcomes in digital transformation that enables IT/OT 
convergence.

In their own words: 
to help bring the 
personas to life, 
some justification for 
how the steps are 
ranked is given in the 
person’s own words.

Priorities: each persona 
ranks the different stages of 
the generic customer journey 
differently - this represents 
what they care about in their 
experience

Customer type: an overview 
of what a customer is looking 
for is indicated in their type

Background: each persona has a short background, 
giving a one-sentence introduction

Low priority

Low priority

ALEX

KELLY

High priority

High priority

Required capability

Architect, looking to 
furnish his office

Young professional, comfortable with 
technology but has a busy working day
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Critical shopper, concerned with 
quality, material and design

Inspirational shopper, considering a 
range of options for interior design

“Actually carrying out a 
transaction is not what is 
going to be tricky here - 
choosing the product is 

more important

“I guess function is impor-
tant, but it’s the design 

that I’m really concerned 
about”

“It would be really unhelpful to 
have to take time off work to 

receive a delivery”

“I’m not going to assemble 
this myself”

“I pay great attention to detail, so 
I want to see options”

“My business specialises in 
high quality work, and my office 

absolutely must reflect this”

“It is really key that whatever I 
buy fits in with my home’s style - I 

won’t buy otherwise”

Required capability

Figure: User persona components
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Developing a culture of security
Jeff GILLEY 
Associate Vice President, Energy and Chemicals Sector - North Highland (USA)

The move towards digital transformation in Energy 
and Chemicals that is driving convergence between 
information technology and operations technology 
may create serious concerns for those in the cyber 
security arena.  Protection of information is critical to 
management of reputational and commercial risk, but 
protection of operational assets is critical to the safe-
ty of the facilities in which employees and contractors 
work.  Given this exposure, there will likely be consi-
derable attention placed on building multiple layers of 
protection from a technological standpoint towards 
preventing unwanted intrusions into the converged IT/
OT system landscape.  These technological protec- 
tions are amalgam to the process safety components 
that are designed and engineered into facilities in the 
Energy and Chemicals sector.  However, most firms 
in this sector look beyond process safety towards 
building a culture of safety into their organizations, 
and the same should go for firms that are looking to 
establish better cyber security controls in the trans-
formed digital organization.

Adopting a holistic cyber security framework can 
empower organizations to stay one step ahead of this 
dynamic threat to protection of information:
1.  Identify and Manage Risks: Develop an overall 

organizational understanding to manage cyber 
security risk to systems, assets, data, and ca-
pabilities, this may include a look at your overall 
maturity level with regards to cyber security

2.  Protect and Educate: Take proactive measures to 
ensure current systems, processes, and people 
are secure; to educate individuals (employees, 
users) on aspects of cyber security through 
awareness programs (see prescribed campaign 
program below).

3.  Detect and Collaborate: Evaluate threat land- 
scape and occurrence of cyber security events 
continuously; collaborate with external and inter-
nal parties to improve state of cyber security.

4.  Respond and Recover: Take planned mitigation 
actions in the event of a security incident and 
restore impaired systems/applications

For this program to execute effectively, explicit focus 
on building a culture of security is critical.  This is 
especially true given information security for large 
global organizations is a dynamic environment, where 
high stakes keep getting higher, and complexity 
keeps increasing.  Large, distributed, and continually 
changing business environment and organization, 
including a global and diverse workforce (cultures, 
roles, work, and technology sophistication) and a 
high likelihood of change fatigue are all contributing 
factors.  Additionally, there are evolving, multiplying 
and adapting cyber threats which are merging, 
evolving, proliferating.  While employees are both the 
greatest weakness and the best asset in information 
security, significant workforce reduction may cause 

2
Protect and 

educate

1
Identify 

and manage 
risks

3
Detect and 
collaborate

4
Respond 

and 
recover

Figure: Intelligence-led, data-driven cyber security framework
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openings to breaches (e.g., loss of timely knowledge) 
and emotional disconnection with the impact of a 
corporate breach undermines security objectives.  
“Cyber security may be fought with technology, but 
it is people who triumph. We must invest in the future 
generations of professionals who will carry on the 
fight.” (Matthew Rosenquist, Cyber Security Strate-
gist and Evangelist, Intel Corp).  

Most cyber security programs look to both patterns 
and events to develop and deploy interventions.  
Events represent what happened and identify what 
needs to be done to fix it, while Patterns represent 

continued Events and identify what needs to change 
in order to fix it.  To facilitate rapid, sustainable and 
self-generating culture change, information security 
programs must look beyond patterns and events.  
Specifically, focus must be placed on:
•  Systemic Structures: This is why the patterns are 

happening – Let’s change the structure so the 
patterns can’t happen again, and that the pat-
terns we want, take place quickly and easily

•  Mindsets: This is how people need to think to 
create and support the systemic structures – 
Let’s align our mindsets to support our vision and 
ensure the new structures are sustainable

In
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ex
ity

Vision

Mental 
Models 
(mindsets)

Systemic 
Structures

Level of Complexity 
addressed

Complex

Simple & Complicated

Patterns This keeps happening - Here’s what we need to change to fix it

Events This is what happened - Here’s what we need to do to fix it

This is how people need to think to create and support the 
systemic structures - Let’s align our mindsets to support our 
vision and ensure the new structures are sustainable

Worked On The System - We worked at these levels to facilitate change

Worked Within The System - They worked at these levels to facilitate change

This is why the patterns are happening - Let’s change the 
structure so the patterns can’t happen again, and that the 
patterns we want, take place quickly and easily

A

A

D

B C

B

D
F

E C

Figure: Adoption program levels of reasoning
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By focusing on Systemic Structures and Mindsets, 
the complexity that comes with cyber security can 
be fully addressed.  Driving towards establishing a 
Cyber Security Mindset that focuses on Systemic 
Structures facilitates customization (and increased 
buy-in) by the workforce, which enables better res-
ponse to an ever-changing threat.   By doing this, an 
organization can realize the following benefits:
•  Adaptiveness, Early Threat Detection, and Swift 

Threat Mitigation
 •  Increased organizational and employee ability 

to quickly adapt (all levels, across the org.) 
 •  Increased employee ability to anticipate and 

mitigate threats (all levels, across the org.)
 •  Increased employee ability to make the right 

judgment calls in dynamic situations
•  Rapidly Developing a Sustainable Culture of  

Cyber Security
 •  Fast behavior adoption (Culture of Cyber  

Security)
 •  Increased sustainability of desired behaviors 

(Self-monitoring, self-correcting)
 •  Reduced demand on employees (Easier 

adoption, reduced change fatigue)
•  Return on Investment (ROI)
 •  Significantly reduced cost to move to a Cul- 

ture of Cyber Security compared to traditional 
top-down approaches

 •  Enhanced impact generated by the existing 
and in-development outreach components 
(videos, poster campaigns, communications, 
training programs, etc.)

 •  High momentum and synergy driven between 
the various cyber security components

Key to implementation is the ability to build a cam-
paign around cyber security awareness and enable 
it to be customized for each audience.  This requires 
three levels of work:
1.  Translate main campaign and mindsets into what 

relates to the audience

2.  Articulate and embed stakeholders’ shared pur-
pose in regards to information security

3.  Addresses specific behaviors

So, how can an Energy and Chemical company take 
these concepts and build a campaign to develop and 
build cyber security awareness in the context of digi-
tal transformation?  Generally, an effective campaign 
will call upon expertise in organizational behavior, 
cyber security threats, change management,  
communication management, and marketing.  Below 
represents a few steps to get started: 
•  ASSESS: Rapid environmental scan coupled with 

key stakeholder interviews to identify current  
state of awareness, the needed “what’s in it for 
me” messaging, and associated change and  
training needs across enterprise

•  DEVELOP and DEPLOY:  Supplemental content, 
KPIs, key messages, and overarching approach 
supporting change and awareness in alignment 
with ADKAR model and with a UX lens

•  ENHANCE: delivery, tactical, and long-term 
strategic plans, as well as learning and engage-
ment content and vehicles, via agile Continuous 
Improvement

•  BUILD: the capabilities, behaviors and maturity 
required within the workforce to maintain a cul- 

Develop 
& Deploy

Enhance

Build
Embed

Assess

Figure: Cyber security awareness campaign framework
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ture of cyber awareness and security via ongoing 
engagement and training

•  EMBED: desired capabilities and behaviors, 
transferring knowledge and approach to enter-
prise via internal org partnerships, skill-building, 
re-usable training modules, and other critical 
documentation to ensure business and cultural 
continuity

By focusing on enhancing awareness of cyber secur- 
ity threats and responses, organizations in the Energy 
and Chemicals sector can help build culture around 
protecting critical technology on both the information 
technology and operational technology side.  Digital 
transformation requires visibility and engagement 
between both.

About the company

North Highland is a global management consul-
ting firm known for helping clients solve their most 
complex challenges related to customer experience, 
performance improvement, technology and digital, 
and transformation. We add value and support our 
clients across the full spectrum of consulting, from 
strategy through delivery. We bring the big ideas, 
then we make them real.

North Highland is an employee-owned firm, head-
quartered in Atlanta, GA, with more than 3,000 
consultants worldwide and 60+ offices around the 
globe. The firm is a member of Cordence Worldwide 
(www.cordenceworldwide.com), a global manage-
ment consulting alliance. For more information, visit 
northhighland.com and connect with us on LinkedIn, 
Twitter and Facebook. 

For further information:

Jeff Gilley
Principal, North Highland
+1 (303) 864-2709
Jeff.Gilley@northhighland.com
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Mind the gap: Integrating an often  
forgotten component, organi-
zational change management, into 
your IT/OT implementation

Gonzalo PEREZ 
Partner - Alfa Consulting

José BUCH 
Partner - Alfa Consulting

The fast-changing digital landscape (with the evol-
ving application of sensor and networking technolo-
gies, big data storage and management, and cloud 
and mobility solutions) is helping to blur boundaries 
between Information Technology and Operations 
Technology. 

As this occurs, the integration of the IT/OT organiza-
tions will be a significant challenge in the short and 
medium term. This (r)evolution will be relevant across 
people, process, and technology aspects of each 
organization, and it will be a key issue for companies 
in the Energy and Chemical sector.

What is usually forgotten in this discussion is the fact 
that IT/OT integration is not only a technology issue, 
but also an organizational challenge as well. 

The adoption of digital technologies and, conse-
quently, the need to support integrated business 
operations from a multidisciplinary perspective have 
generated key technical challenges to be addressed 
in IT/OT integration. These challenges include the 
following:  
•  Moving from closed environments (more common 

in OT) to more open environments (typical in IT), 
which creates challenges from an information 
security perspective

•  Managing different mindsets regarding data 
structures:  while OT resources are used to clo-

sed protocols for technical information, IT resour-
ces are used to flexible data structures

•  Integrating different operating systems, platforms, 
languages, interfaces, etc. 

Such challenges will lead to deep organizational 
changes, since the long-term status quo in both 
disciplines will need to transform, which will have 
impacts in areas such as culture, rules and guide- 
lines, practices, methodologies, frameworks, profiles 
definition, needed expertise, etc.

In order to achieve a successful IT/OT integration, 
a long list of organizational challenges have to be 
addressed, such as:
•  Harmonization of any current split in responsibil- 

ities that exist between IT and OT.  
•  Alignment of objectives and associated metrics of 

the IT and OT organizations.
•  Development of a new, unified organization that 

establishes joint management of the currently 
separated “silos”.

•  Definition of a new governance structure, which 
will establish the basis for future collaboration: 
the rules and guidelines for the merged functions, 
together with the solutions, technologies, policies 
and procedures involving IT and OT that will have 
to be harmonized. For example, harmonization of 
duplicate and/or overlapping operations between 
IT and OT.
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•  Alignment of the significant differences in pro-
files and levels of technical capabilities/abilities 
between OT and IT resources: while the former 
are generally industry specialists or mechani-
cal engineers (production-oriented profiles) the 
latter likely have computer scientists (commerci-
al-oriented profiles). 

•  Developing new interdisciplinary skills within both 
domains, which acknowledge the needs and 
requirements of both.

•  Providing joint management and execution of 
cross-technology projects.

In order to succeed in the integration of IT and OT, it 
is critical to ensure that the people side of the trans-
formation is managed – not only during the early 
stages of the design, but also at later stages during 
the implementation.

Organization-related aspects to have in mind when 
considering IT/OT integration
From our experience, there are varied topics that  
arise from the use of a comprehensive methodology 
to drive integration of IT and OT.  These can be con-
solidated in four main themes, specifically: 
• Models and governance
 •  The need to define new operating models for 

the resulting integrated organization
 •  Those models must include a clear, new 

governance for the structure that is developed 
by the integration

• Culture
 •  It will be crucial to manage cultural differen-

ces between former teams to guarantee a 
successful integration of both structures 

 •  Help will be needed for all employees to adapt 
to the new culture, environment, and opera-
ting dynamics

• Roles, skills, and competencies
 •  It will be necessary to redefine team roles, 

very likely with a mix of skills and abilities 
from the former ones

 •  New training content and models will be 
required to strengthen those new capabilities 
and competencies, especially in the areas 
where the old organizations did not work pre-
viously

• Organizational structure
 •  As a consequence of role re-definition, it will 

be necessary to define/re-define new job 
positions

 •  And therefore, to rethink the resulting organi-
zational structure, including reporting rela- 
tionships and decision rights

These four key organizational aspects must be  
addressed to achieve a successful IT/OT integration.

Obstacles to implementing an integrated 
IT/OT organization

In addition, when moving from the conceptual organi-
zational design to the actual implementation, we find 
there are three main obstacles preventing successful 
IT/OT transformation from a change management 
perspective:

1.  Resistance to change
We have to keep in mind that converting the previ-
ously separate IT and OT entities into a consolidated 
entity is a change management challenge in itself: 
it calls for profound cultural change, and radically 
alters the status quo and the rules of interaction and 
decision-making, requiring individuals to stray from 
their comfort zone.  All this generates resistance and 
hampers inertia toward forward progress.
Therefore, a clear understanding of the “end vision” 
of the new converged IT/OT world will be essential to 
help the organization to understand and change their 
initial mindset.

2. Lack of details in the organizational design:
If the details of the combined operations of IT and OT 
(e.g. processes and supporting tools), as well as the 
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new organization structure, are not fully shared, this 
may result in staff attrition and brewing conflict within 
the organization.  Examples of the challenges that 
may lead to insufficient detail include:
•  The new operational model is not aligned/ ad- 

justed to the new integrated IT/OT organizational 
model

• The new developments are not the needed ones
•  The implemented new operation does not fit with 

the “to be“ vision of the model or is not comple-
ted

3 - Limited involvement of stakeholders: 
In order to ensure the sustainability of the change 
implementation, the affected stakeholders should un-
derstand the benefits generated by the new integra-
ted model, but if they are not involved some issues 
may arise:
•  Limited details of new roles and not considering 

all positions in the organization, will result in low 
engagement and involvement

•  Ignorance of the real needs of stakeholders 
during the design of the new ways of working will 
produce lack of alignment

•  A perception that the value proposition of the 
new organization is not aligned with stakeholders’ 
needs

Value 
creation

Limited 
“roll down” 

of the 
model

Resistance 
to change

Figure: Impediments to change
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From concept to implementation

Once the new IT/OT operating model is defined, a 
detailed roll out and change management plan is 
needed to reduce resistance to change and to suc-
cessfully implement the new model in the field.
Therefore, it is fundamental that the implementation 
plan is aligned around certain areas, such as the 
elements listed in the figure above.

In order to assess the relevance and the complexity 
of each of the aspects shown above, an evaluation is 
recommended. This should evaluate:
•  The negative impact each factor could have on 

the new operating model if inadequately managed.
•  The potential difficulties for the implementation of 

the new operating model.
A sample of this evaluation is provided in the graphic 
above.

This evaluation will help to design a customized im-
plementation plan, prioritizing the aspects with higher 
risks and impacts together with the ease of imple-
mentation (as shown by the curves in the graphic on 
page 37).

The implementation plan should prioritize changes 
into four main pillars:

Organization: Review and consolidate the new 
organizational chart and define the new roles and 
responsibilities
• Review new organizational structure
•  Keep most relevant and value-adding roles and 

responsibilities. Redistribute tasks and activities 
from former positions to new ones, and balance 
workloads

•   Align resources and right-size the organization

Management system: Design and implement all 
needed management tools to run the new model, 
providing assurance of future decision-making
•  Define new functional targets, and cascade down 

to operational targets
•  Define adequate indicators and KPIs for reports, 

and design a new balanced scorecard to manage 
the organization

•  Assure continuous operational improvement is 
driven into in the new integrated organization 

Model Elements

Service 
Model

Value 
creation

Talent

Coordina- 
tion model

Solutions

Manage-
ment model

Acting 
Model

User 
experience

- Types of needed activities
-  Frequency, by type of customers and geo-

graphy

- Team Competencies
- Level of motivation
- Level of training
- Model of renumeration

-  Processes and protocols to be followed 
for new defined activities

-  Type of technology used
-  Functional design of each of the resul-

ting technologies

-  Insicht model for the different stake-
holders

-  Required steering model
- Leadership
- Content, milestones and objectives
- KPI’s to follow
- Measuring frequency

-  Identification and value creation by 
each stakeholder involved

-  Between the new IT/OT function and 
other area

-  Coordination between departments

Figure: Change evaluation framework
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Operations: Optimize the new day-to-day operations 
•  Design new processes, increasing the value add-

ed of activities and tasks 
•  Increase the quality of the execution by reducing 

reprocessing, lead times, etc.
•  Promote the use of IT tools and the application of 

digital technologies

Training: Upskill resources in the new organization
•  Improve skills for on-site / base positions
•  Strengthen middle management positions, in abi-

lities like leadership, change management, new 
role models, supervision, etc.

A practical case study

Many companies make the mistake of only focusing 
on the alignment of technology when considering IT/
OT convergence.

In order to deliver the full benefits of convergence 
and encourage the buy-in of employees for an in- 
tegrated IT and OT world, it is crucial to also har- 
monize the company operations supported by the 
two disciplines. 

One of our clients has embraced digitalization within 
its maintenance operations. As they have several sites 
in different countries, it was crucial to standardize the 
company’s operations from the multidisciplinary per-
spective of production and maintenance, but also to 
include both IT and OT disciplines in the assessment. 

There was a fourfold focus for the integration: 
1.  The simplification of the existing supporting 

solutions/providing new solutions for productivity 
improvements: planning, programming, procure-
ment and spare parts management, inventories 
and financial management; 

2.  Building predictive analytics capability: big data 
and data mining to improve predictive mainte- 
nance; 

3.  Improved workforce effectiveness through real 
time information. 

4.  Increased visibility through improved manage-
ment reports and operational dashboards.

After the design of a common operating model for 
field positions that described functions and respon-
sibilities, tasks and supporting activities, and the re-
quired people skills, the aim was to implement those 
changes at the same time across all sites. 

Operational review

Organizational review
Role models

New reports design

Rebranding new 
services

New coordination mo-
del with other areas

Supporting technologies 
analysis

New training needs

Activity follow up model

Scoreboard design 
& implementation

High

Longterm Complimentary Priority actions

Low

High

Risk

Middle Low

Complexity in implementation

Review of 
compensation policy Communication, 

motivation & reflection 
of employees

Figure: Change implementation prioritization assessment
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To manage this parallel implementation, it was neces-
sary to develop a digital learning platform in order to 
(in the simplest possible way) make all organizational 
changes, change the existing culture, and teach digi-
tally unexperienced work teams. 

The platforms helped our client to change the organi-
zational mindset, manage the change in a consistent 
manner, and, above all, train the work teams on their 
new duties and skills through a task-by-task learning 
program without creating disorder.  

In addition to the digital platform, a “human touch” 
was needed. The implementation succeeded be-
cause we provided on-location, continuous follow-up 
with the different teams and customized coaching to 
managers, in order to deal with the emotional part of 
the digital change.

Conclusions

There is a long road for a company to travel in order 
to successfully achieve IT/OT integration. Including 
the organizational perspective in the assessment 
from the start will prevent organizations from under-
taking a painful path.

Success in IT/OT integration will require a very de-
tailed customized road map that considers both the 
“depth” of the integration and the needed “speed” for 
the implementation.

About the company

Alfa Consulting, a member of Cordence Worldwide, 
is a business consulting firm which specializes in the 
design, deployment and implementation of improve-
ments in operations. We collaborate with our custo-
mers to design and implement solutions that ensure 
improved results.

For further information:

Gonzalo Perez
Partner, Alfa Consulting
+34 93 322 02 02
gperez@alfaconsulting.com

José Buch
Associated Partner, Alfa Consulting
+34 93 322 02 02
jbuch@alfaconsulting.com
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